Proposal: Broadband Router

Need:


Today, residential broadband internet access is extremely common. With so many non-professional users requiring home networks, there is a huge market for devices that simplify networking for those without the prerequisite knowledge or experience. A broadband router can greatly improve the end-user experience by providing a single hardware device to serve as both an interconnection between computers sharing internet access and automatically detecting and configuring itself for the most common configurations.

Benefits:


A broadband router can improve both the security and ease of use of a home network for the end-user. By providing Network Address Translation, computers can be 'firewalled' or protected from threats on the general internet. Viruses, denial of service attacks, and other malicious activities can be thwarted by such a device. Simplified Web interfaces can be used to quickly and easily configure the device for many diverse situations.

Audience:


The intended audience for this device includes any home or small business user with cable, ADSL, or similar broadband internet access.

Plan:


Our plan for implementing this device begins with the addition of a second network interface to the PCI slot of the NETdimm development board. The kernel would be configured to support packet forwarding, NAT, and iptables. The 'external' interface would be set to drop all incoming data not associated with an outgoing request. The 'internal' interface would be configured with a DHCP server, http server for the web interface, and telnet server. After this, everything would be thouroughly tested, and the system would be polished as much as possible into a consumer device.

User interface:


The main user interface would be the web interface. It would allow simple configuration of all user options through a web browser, without the use of a command-line. It would likely be divided into 'basic' and 'advanced' modes, allowing the user to select their level of profficiency to avoid unnecessary confusion.

Schedule:

· Start date: February 9, 2004

· Completion date: March, 2004

Qualifications:


Our qualifications include 3 Semesters in the Network Engineering Technology program at the Northern Alberta Institute of Technology, including a course in Embedded Linux using the AMC Tech Corp NETdimm embedded device.

Costs:


Each device will require one AMC NETdimm, at $350 each. Also required will be one PCI Network Interface Card, costing approximately $10 each.

Sources of Information:


An excellent reference on Linux routers is the leaf-project.org website. Included is a full implementation of a broadband router meeting the requirements of this project. It has been compiled for the uCLinux libc, but no full port to our boards exists.

